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1. 0bbGH®NMIE0s BYbgMdo Imbsfoggmaomgols

1.1, 9w9ddHOmmbammo Lobgedfoxnm dqlyozs GHoMgds Lobgmdfoxgm dglgoagdol 9mmosbo
999 BHOMbaro bobEgdsdo (d90mddo - LobiEgds).

1.2. Lobgardfoxm dglyozgdol gmmosh gwgddmmbme LobEgdsdo dgbyo3ol 36MHM(390wMJd0
bmME0gegds Lodo@mzggermlb 356mbol ,bobgedfogm dglyoagdol dglobgd” s ,g0d5ME0390wwo
d9Lyo30l, A5F9MEH0390990 Jergd@MmMmbmwo 3Hgbwghobs s gargd@EHMmboeo &H9bgmol Bs@stmgdol
foLol“ glodsdolao.

1.3. 99d@®mbme  3H96ghmsb  ©s39300M90mwwo  yzgws ©m3Mdgb@o 9b/@s 0bgm®mdsizos
§omIma 96000 bs 0dbgl Jo@mnmer 9bsbY. ™IMIGBEHIOOL 56/ 0BFMETs300L WEbmM 9bsby
Do609b60L 990mbzg35d0 o0 MBS IGHNML BrEs®m0Mo® sIM{jA)dE0 JsMMEO MoMydsbo.

1.4. ©530L d900bg935d0 3bmgbmgzsb ©Mm3mdgb@Ls s dob Jodomer 9bsHg Fgltrmergdwme
056356L MG, 3M0MM0EEHOL J0b0FJdol Ly30MbL Fyz9BL LoBgbgM™ 30mTobos.
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Lobogmberm Bgbsgdom (0bgmolom) (Fobsbffstro 0bgmoliol Homdmpagbols dgdmbggzsdo ol Mbgs
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bobrxolo o bodoMmz9wmlb 306mb3YdEMd0m 49035¢0lHobgdMEo yzgws gowolisbools Bsmgwom,
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2.6 360949609630l og® LolBYdsdo sLsGH30MHMOo Bmbozgdgdo:

2.6.1. BsLYdOL (3BOOWO IO Nel1-0l Fgbodsdobo.
2.6.2. 0996000 S BYdBIM ©9330D0GHJd0 MO No2-0l Fglodsdobo.
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3. 39360360 ©335¢0gds

Lobgedfogzm Lgmz0Lgd0L gob3z0msmgdOL Losggb@EHml Jog sdmEbogdEo gurgdEMmboaero
39690l dglyo3zoL  Md0gdAHL  FoMBMoYIBL  LosRgbEGHML  doMmoms  dmbsigdoms  ©sBwdsgzgdols
396®®9dd0 3OMMsdMwo MBOHMBlgwymxaol - Firewall, IPSEC VPN, IPS, Aplication Control, Identify
Awareness, Advanced Networking and Cluster, Antibot, 396&HMoWMHO FoOHMZOL S WMROMGdOL
LobG9dobL (d99™ado - JugEMSAMMHOLO 936960) Tglyoas M9BIWI30 JOPHerosbo ImALobMgdom.

1. &gMdoboms gsbdoMEgds

» Firewall - Julgwmsdm®Ol GHMsxz03olb  3mbGHOOWwMl  ©s  BoMmM30L  3OHMYMSTM0
PO YmBd;

> IPS - 89¢%93900L Hgocom® Mmo 50dmbgbol s 369396300L LolEgds;

» IPSEC VPN -8m3m&Mgdmeo  3dbdsdgdergdol s m®mamobobszogdol dmdol ogmeo
15303b03530M 5OBOL 52930l 3OHMYMSTMO MBOHWB3gWYMRs;

» Application Control -  53e03530900L MLoBROMbMYdOL ©S 0©I6GHMBOL  3MbEGHM™MEOL
36MHMyM53wo BOHMD3gYmRs;

» Identify Awareness - 0cmdbdo®gdegdol s x3x8gool 0abEH0xn03s30s (MS Activie
Directory-b), 00096@&030306093w0 dmdbdscmgdargdol {i3mdqdol dsmm3ol 3Mmy®msdwo
OPONIZIYBd;

» Advanced Networking and Cluster -3m306v35300L 900®5Md0L s 3OHOMMOEHO0DsEOOL
2BOMb3wymxzol 36)MmYMdMwo MHBOHMBIGEYRs;

> Antibot - G350 ©O™I0 06530300930 LsdMTom 50Ol ©IAHIIGHOMIOOL o
36939600l 3OHMM 530 MBOHWB39wYmRs;

> (3963650 FoMM30L s CMA0Mm9d0L LobGHYds - Bgdmm Bsdmmbgerowo LolEgdgdol
395G MH0 B30l dglodergdemds, b MdowrgdgdOl/myqdol oM ds s JoMm3s;

2. 56L9dMEo dEyMIsMYMdS

2.1 BooggbBmlb 205Bb0s dmbozgdms ©s3Mm353900L MM (396GHM0 J0MOMOIEO s LEMYHYMHZM.
9mbs3gdms 38539008  doMoms® 39630 sMLYdIMo  JugwmsdmMobo  93Msbo
PomBm©agboos  3MMmMmsdMwo  MBOHMB3gEgmzgol Lsbom, GmIgeog 8wgdsmdl  sOLYdME
VMware 3060@&w95¢0w6 0bg®mobmmdd@m@sdo.

JLg®sdnOHoLm 9360560l IFoMIMgdgero  3md3sbos 6ol CheckPoint (www.checkpoint.com).

JB95dMHOLM 930560l LobBHYds HoMmBdmAgbowos:
> @60 350 Gateway-U Loboo , GmIgeolbsg gooBbosom 3arsliBger as6gdmdo d«gdomdols
Lodogdy;
> 9OHmO (35¢00 (3500 FoMMZ0L O WMYHoMGdoL 395EHM0DYdMwo LolEgdoom:
> 30005990 bOblgrymzol gm0 Rsdmbsmgswo Fomdmagbowos Jggdmo
9399w gbMHowgddo N1, N2 s N3:

gb®oeo N1
Q3LabyEgds sefigBogoads
CPSG-P407I-CPSM-P1003, | ek point Security bundle - including $G407i and
Security Bundle - P4071 SM1003
and P1003



http://www.checkpoint.com/

Built-In Blades

CPSB-FW FireWall blade

CPSB-VPN Check Point IPSEC VPN Blade

CPSB-IA Check Point Identity Awareness blade
CPSB-ACCL Check Point Acceleration and Clustering blade
CPSB-AND Check Point Advanced Networking blade
CPSB-NPM Check Point Network Policy Management blade
CPSB-EPM Check Point Endpoint Policy Management blade
CPSB-LOGS Check Point Logging and Status blade

CPSB-ABOT-M-1Y

Check Point Anti-Bot Blade for 1 year - for mid
appliances and pre- defined systems

CPSB-IPS-M-1Y

Check Point IPS Blade for 1 year - for mid appliances
and pre-defined systems

CPSB-APCL-M-1Y

Check Point Application Control Blade for 1 year - for
mid appliances and pre-defined systems

3b®oo N2

©3lsbgegds

50f9MoEMmds

CPSG-P407I1-HA , Security
Gateway Container - 4
Core and 7 Blades- HA

Security Gateway (for HA) with 4-cores container
(for unlimited users) and FW, IA, VPN, IPS, ACCL,
ADN, APCL blades

Built-In Blades

CPSB-FW-HA FireWall blade for High Availability
CPSB-VPN-HA Check Point IPSEC VPN blade for High Availability
CPSB-IA-HA Check Point Identity Awareness blade

CPSB-ACCL-HA

Check Point Acceleration and Clustering blade for
High Availability

CPSB-ADN-HA

Check Point Advanced Networking blade for High
Availability

CPSB-ABOT-M-1Y-HA

Secondary Anti-Bot Blade for 1 year - for mid
appliances and pre-defined systems




CPSB-IPS-M-1Y-HA

Check Point IPS Blade for 1 year - for mid appliances
and pre-defined systems for High Availability

CPSB-APCL-M-1Y-HA

Check Point Application Control Blade for 1 year - for
mid appliances and pre-defined systems for High
Availability

gb®oo N3

©3LsbYEgds

50f9M0EMds

CPSG-P4071 Security
Gateway Container - 4
Core and 7 Blades

Security Gateway with 4-cores container (for
unlimited users) and FW, IA , VPN, IPS, ACCL, ADN,
APCL blades

Built-In Blades

CPSB-FW FireWall blade

CPSB-VPN Check Point IPSEC VPN Blade

CPSB-ACCL Check Point Acceleration and Clustering blade
CPSB-IA Check Point Identity Awareness blade
CPSB-IPS-M-1Y Check Point IPS Blade for 1 year - for mid appliances

and pre-defined systems

CPSB-APCL-M-1Y

Check Point Application Control Blade for 1 year - for
mid appliances and pre-defined systems

CPSB-ADN

Check Point Advanced Networking blade

3. 9mombmgzbgdo d0dfmogderols 0dsmro

9mIfmgdgds,  bgdg3mmmgdol  bgwdmgmosb  mMo 330006  35sdo

296s

3965bMO30gwml  3BMMmsdwo  MBOHMBlgwymxzol  Imfimgds  grgd@Ombamo  Lsbom,
Odgeoi Mbs 93059Mmz0mgdgl 9999 Inmbmabgdl:

3.1 JugErmsdmOHOLO 936960 IMbS3905 ©T53900L JoMOMSO (396GHMOLIMZOU:
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JBowmsdmMobo  936Mbo  Mbs  FoMdmoygbgl  3MHMYMITM  gooHY39G0MYISU,
OMIgoE  I0bLEI0MEYds FgalYo39wol Bogmm®mgdsdo sMLgdme  LYMH396MH5dbY
3069060 119M39MH0L,  Mo3L9d50 Mbs oyml VMware 2569dmbomsb s Jmbogls
906033 4 360398MOME 30MHMNZs6 FMTomdol glisdagdamds;
JL9wmsdmMobo  936bL 96  Mbs  Jmbgl Fgbwmazs  9BHoMEmOo  FMmdbAsMgdOl
5M96M05bY;
36059 MBOHMB3gYmgIl Mbs  4o9Bbgl  3WsLEIOME 256g0mTo  Bwgdscmdols
d9L5dEGOMDY;
JB9»5dMHOLO 936M560L 3MBGFOYMM3E0s MBS F9AIOM©IL F90IY0;
3033mbgbEGH0LYs6, MHMIWgdoE I0BLEIMOMPYdS (35-(39¢039 dy™a LyM396MqdDY:
o 5JBomeo bsfoero - Firewall, IPSEC VPN, IPS, Aplication Control, Identify
Awareness, Advanced Networking and Cluster, Antibot ;
o 35L09m0/LmgbgM3M bsfoero - Firewall, IPSEC VPN, IPS, Aplication Control,
Identify Awareness, Advanced Networking and Cluster, Antibot ;
o0 (396¢®5EO JoM30L S MROMGdOL LobBHYDo ;
Y395 JugEmsdmEolo 936Mebol (396G s LEMGHIMZM IBIEIBGHOOL) BoMZd
d9L5dEg09g0 MBS 0gmb GO0 TsOHMZ0L LyM3gMOID;
50 B30l LyMz9gMHBg dgLodegdgeo Mbs 0gml 30d0bsdg 3Grm3gLgdol o
bMd0gd900L MA0Mgds, G9bsbgs, Indgdbs s IMZs0gMYds.
dmfjmgdgero 3Gmy®sdnwo gbOrbzgwymzs vbws 9goeegwegl 993wy BbIgogdoL
3690wl
o Firewall :
»  Statefull Inspenction Firewall ;
= User and Machine awareness;
=  Authentication;
= Network Address Translation;
o IPSec VPN:
= Site-to-Site VPN;
*  Multiple VPN Creation Methods;
* Remote users VPN;
o IPS:
* Intrusion Prevention System (IPS) Functionality;
* Inspect SSL Encrypted Traffic;
* Preemptive Security Update;
o Application Control:
* Application detection and usage control;
* AppWiki application classification library;
* Inspect SSL Encrypted Traffic;
= User and machine awareness;
* Central policy management;
o Identify Awareness:

* Configurable Access Roles;

9



*  Multiple User Identification Methods;
* Identity Sharing;
o Advanced Networking and Cluster:
* Advanced Routing;
* Multicast Protocol Support;
* Quality of Service Prioritization for Both Encrypted and Unencrypted Traffic;
= ISP Redundancy;
» Flexible Server Load Balancing;

o Anti-Bot - 506036990 53bJi30mbocrol dmfimgds 53 Lo@gbg®m Hobswowgdom
50 50l 530 909w0. 90boBbmwo  FMBombsgrol Bsbangs Mbs  ogml
d9L5dEg09g0s Bo9RIbEHML FBOOWIB TsEHYd0MO IMMbM3zbol Jobgz00:

* Complete Anti-Bot Solution;

* ThreatCloud™ Real-time Security Intelligence Feeds;
*  Multi-Tier ThreatSpect™ Bot Detection Engine;

=  Inline Bot Prevention;

* Integrated Malware Reports and Dashboards;

3.2 JugE®»sdMGOLO 9305BL  FMbS390ms TTs39d0L LoMgHIM3M 39BEGHMOLIMZOL:

v

JLowmsdmMobo  93Msbo  Mbs  FoMdmoygbgl  3MHMYMITM  gooHY39G0MYISL,
6MIJoE  ©0bLEBHI0MEYds FgalYo39eol  B3MMGYdsdo sOLYdM bghH3zgMHgdbg
3005060 byMH39MHOL Lobom, ™o3LYdsO MbEs 0yml VMware - 25609dmlomsb s
Jmbgls 306093 4 36HM39LMOME B0MMNZ06 Fdomdol FGlodeIdEMd.;
JLowmsdmMobo  936bl 96  Mbs  Jmbgl FgbeMazs 9GO  FMIbIsMgdOL
5Mq96M05bY;
JB95dMHOLO 936M5B0L 3OMAMTME MDBOHMBI3gXYMBIL 1B A99BbEOIL JWSLEBH MM
396099 do 3MTomdolL GlodegdEMdy;
B9 5dMMHOLO 93656l JorN3zs Tglodegdgeo Mbs 0ymb gMmo JsMm3z0L bygM39M0H,
L50OBsE 0FOMYOS JOMHOMIO (396GOOL JLgEMSTMGHOLO 936960;
59 35OM30L bYMH39MBY Tglodegdgmo by 0yml JugwmsdMmMoLo 936Msbol dodobaty
36MHm 39900l s bEMB0EYdIOOL WMYR0MGds, F9bsb3s, Imdqdbs s OMZsE0MYDS.
dmfjmgdgeo 3GmEYdAo Ibws 8g0393@L 8999y BrbIgegdol 3OIdNEL:
o Firewall:

»  Statefull Inspenction Firewall ;

= User and Machine awareness;

* Authentication;

=  Network Address Translation;

o IPSec VPN:

= Site-to-Site VPN:

*  Multiple VPN Creation Methods;

* Remote users VPN;

* Intrusion Prevention System (IPS) Functionality;

* Inspect SSL Encrypted Traffic;
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* Preemptive Security Update;
o Application Control:
= Application detection and usage control;
= AppWiki application classification library;
* Inspect SSL Encrypted Traffic;
* User and machine awareness;
* Central policy management;
o Identify Awareness:
* Configurable Access Roles;
*  Multiple User Identification Methods;
* Identity Sharing;
o Advanced Networking and Cluster:
* Advanced Routing;
»  Multicast Protocol Support;
* Quality of Service Prioritization for Both Encrypted and Unencrypted Traffic;
= ISP Redundancy;
* Flexible Server Load Balancing;

o Anti-Bot - 50608690 81bd30mbscols dmfimgds 53 Lo@gbwgdm Fobswswgdom
56 9GOl 530 g090.  50boBbMwo  BMB3oMbogols Bsangs Mbs  ogmb
99L5dgdg05 L5296 E™L FBHOIB WsT5EJd0MO dMmmbmzbols dobgwzom:

* Complete Anti-Bot Solution;

* ThreatCloud™ Real-time Security Intelligence Feeds;
*  Multi-Tier ThreatSpect™ Bot Detection Engine;

= Inline Bot Prevention;

* Integrated Malware Reports and Dashboards;

3.3 LoGgbgtmm (obswowgds Mbos omzseoljobgdgl dbsMIsF Ml 89990 306MdYGd0:

3bsbgegds QAN
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